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Instructions: 1. Answer any FIVE full questions, choosing one full question from each unit.

2. Missing data, if any, may be suitably assumed.

UNIT -1

Illustrate how packet filtering firewall decides whether to drop or forward the
packet to next network connection.

How is static filtering different from dynamic filtering of packets? Describe.

Explain the working of Dual-Homed host firewalls with a neat diagram.

OR

How firewalls are categorized based on the generation? Explain the features of
each generation firewall.

How computer security can be improved in Small Office/ Home Office
(SOHO) setting? Describe.

Describe the utility used to protect organisation’s systems from misuse.

UNIT - 11
What are the issues associated with implementing wireless IDPS? Describe.

Explain the features of the tool that collects copies of packets from network
and analyses them.

Describe three basic criteria upon which effectiveness of biometric
technologies are evaluated.

OR

What is the role of Network-based IDPS in monitoring network traffic and
identifying attacks? Explain.

Describe the features of an IDPS that tracks the network connection between
internal and external systems using a state table.

How active vulnerability scanners are different from passive vulnerability
scanners? Explain the features of both.
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UNIT - 11
List the legal issues involved with creating and using logs.
Justify the statement “Audit logs are important in investigations”.
Which are the sources of an evidence for an investigator? Explain.
What is an intrusion detection? List various types of intrusions.
UNIT - IV

What is DNS poisoning? Why it is used? Describe the steps involved in one
DNS poisoning technique.

How tcpdump performs statistical analysis on the network packets extracted?
Describe.

Describe the features of the following tools: (i) EtherDetect Packet Sniffer
(it) Omnipeek.

UNIT -V

How an SQL injection attack is done? What are the steps used to investigate
the same? Describe.

When does buffer overflow occur? What are the effects of buffer overflow and
how it can be detected?

Describe the nature and consequences of the following attacks:
(i) cryptographic Interception (ii) URL interpretation attack
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